Data Sheet: Antispam

Symantec™ Premium AntiSpam

Add-on subscription service provides best-of-breed spam prevention

Overview

Symantec Premium AntiSpam add-on subscription

service for Symantec Mail Security. Powered by Brightmail
technology and response, this multi-layered spam
prevention service leverages multiple filtering technolo-
gies, and offers a spam detection rate of 99% and the

highest accuracy rate against false positives (99.9999%)*.

Key Benefits

¢ Add-on subscription service powered by Brightmail
technology and response provides best-of-breed spam
prevention for Symantec Mail Security and Symantec

AntiVirus Enterprise Edition customers

e Multi-layered spam prevention leverages multiple

filtering technologies, including spam signatures,
heuristics, reputation filters, language identification,

and proprietary methods

e Offers a spam detection rate of 99% and the highest

accuracy rate against false positives (99.9999%)*

¢ No new software or hardware is required, and the

service requires no additional IT administration or

tuning once deployed

¢ Intelligent language filters detect and block foreign

language spam
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Features and Technical Specifications

L]

99% spam-catching rate
99.9999% accuracy rate
Protects over 300 million users

Filters over 15% of worldwide email and over

100 billion email per month:
Protects 9 of the top 12 U.S. ISPs:

Global operations centers in the United States, Ireland,

Australia, and Taiwan

Automatic secure update of content filters every
5-10 minutes 24x7 that respond to the latest

spamming threats

Automatically detects spam without requiring
manual adjustment of filtering rules or monitoring

of false positives
Flexible administrative settings for handling spam

Includes Symantec Reputation Service that detects spam

based on spam sources and suspect spam IP addresses

Antifraud filters to protect against phishing and

email fraud

Backed by Symantec Security Response in conjunction
with the Brightmail Logistics and Operations Center
(BLOC) which monitors spam for over 300 million email

users worldwide
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System requirements
Symantec Premium Antispam
Solaris 8 or 9

Windows 2000 Server SP3
Windows 2003 Server SP1

Products required to use Symantec Premium Antispam
Symantec Mail Security for SMTP 4.1
e Windows 2000 Server/Windows Server 2003

e Sun Solaris 8 or 9

Symantec Mail Security 4.6 for Microsoft Exchange
e Microsoft Exchange 2000/2003
e Windows 2000 Server/Windows Server 2003

Symantec Mail Security 4.1 for Domino
e Lotus Domino Server versions 6.5.x, 6.0.x, and 5.0.1x
* Windows 2000 Server/Windows Server 2003

*Yankee Group, 2004
1- Source: "Percentage of Total Internet Email Identified as Spam"
2- Source: "Top 22 U.S. ISP by Subscribers," Q1 2004
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More information
Visit our Web site

http://enterprisesecurity.symantec.com

To speak with a Product Specialist in the US
Call toll-free 800 745 6054

To speak with a Product Specialist outside the US
Symantec has operations in 35 countries. For specific

country offices and contact numbers, visit our Web site.

About Symantec

Symantec is the global leader in information security pro-
viding a broad range of software, appliances and services
designed to help individuals, small and mid-sized busi-
nesses, and large enterprises secure and manage their IT
infrastructure. Symantec’s Norton brand of products is the
worldwide leader in consumer security and problem-solv-
ing solutions. Headquartered in Cupertino, Calif., Symantec
has operations in more than 35 countries. More informa-

tion is available at www.symantec.com.

Symantec World Headquarters
20330 Stevens Creek Blvd.
Cupertino, CA 95014 USA
408 517 8000

800721 3934

www.symantec.com
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